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Privacy PoLicy ALLisone COMPANION

Last Update Date: 2026/09/29

This Privacy Policy is issued by:

ALLISONE TECHNOLOGIES, a simplified joint stock company (société par actions simplifiée) registered with the Nanterre Trade
and Companies Register under number 898 985 858, located at 144, avenue Charles de Gaulle, 92200 NEUILLY-SUR-SEINE,
FRANCE (hereinafter "ALLISONE", "we" or "us"), publisher of the Allisone Companion extension for the Google Chrome browser
(the "Extension").

This Privacy Policy explains which personal data the Extension processes, why, how long it is kept, who receives it and how data
subjects can exercise their rights. It supplements the General Terms and Conditions of Use of the Extension, available at
https://allisone-webapp-production.s3.eu-west-3.amazonaws.com/en/allisone-companion-cgu.pdf (the "Extension T&Cs"), the
General Terms and Conditions of Use of Allisone Al (the "Allisone Al T&Cs") and the data processing agreement concluded
between ALLISONE and each Institution (the "DPA"). Capitalised terms that are not defined in this Privacy Policy have the
meaning given to them in the Extension T&Cs.

The single purpose of the Extension is to send the radiological report generated in Allisone Al to the patient record currently
open in the practice management software used by the User.

ALLISONE does not sell the data processed through the Extension, does not use it for advertising and does not share it with
third-party analytics services.

1. SCOPE AND ROLES

1.1. Scope. This Privacy Policy applies to the personal data processed through the Extension. The processing carried
out on the Allisone Al platform itself is described in the Allisone Al T&Cs and in the DPA.
1.2. Patient Data. The Institution (the dental practice or medical institution using Allisone Al) is the data controller

of the personal data of its patients, including data concerning health. For this data, ALLISONE acts only as a
processor, on behalf of and on the documented instructions of the Institution, under the DPA and Article 28 of
the GDPR.

1.3. User data. ALLISONE is the data controller of the personal data of the professional User of the Extension
(identification and connection data), which it processes to provide the Extension.

1.4. Contact. The data protection officer of ALLISONE can be contacted by e-mail at dpo@allisone.ai or by post at
ALLISONE TECHNOLOGIES - DPO - 144 avenue Charles de Gaulle - 92200 Neuilly-sur-Seine, FRANCE.

2. DATA PROCESSED BY THE EXTENSION

The Extension runs only on the pages of Allisone Al (https://*.allisone.ai/*) and on the pages of the following Supported
PMS: Dentally (*.dental.ly, *.dentally.co, *.dentally.com and dentally-labs.herokuapp.com) and Veasy
(vabf.visiodent.com). It does not run on any other website. Within these pages, it processes the following data:

2.1. Personally identifiable information. The identifiers of the User Account to which the access tokens used by the
Extension relate, and the identification data of the patient whose record is open in the Supported PMS.

2.2. Health information. The content of the radiological report generated in Allisone Al and sent by the User to the
patient record, which contains data concerning health.

2.3. Authentication information. The access tokens used to authenticate the requests made by the Extension to
Allisone Al.

2.4. User activity. On the pages of the Supported PMS only, the Extension reads the network requests and
responses exchanged between the PMS page and its server, in order to identify the patient record open in the
active tab. It does not monitor activity on any other website.

2.5. Website content. The text of the report inserted into the relevant field of the patient record, and the
information displayed on the Supported PMS page that is needed to identify the open patient record.


https://allisone-webapp-production.s3.eu-west-3.amazonaws.com/en/allisone-companion-cgu.pdf

2.6.

Personal communications. In a future version, the Extension may process personal communications (such as
e-mails) relating to the patient whose record is open, for the same single purpose. This processing will only
start once this Privacy Policy and the Extension T&Cs have been updated.

The Extension does not collect financial or payment information, location data or browsing history.

3. PURPOSES AND LEGAL BASES

3.1

3.2.

3.3.

Purpose. All the data listed in Article 2 is processed for the sole purpose of sending the report generated in
Allisone Al to the correct patient record in the Supported PMS, and of securing this transfer.

Patient Data. The legal basis for processing Patient Data is determined by the Institution as data controller. In
the context of dental care, the processing of data concerning health is generally based on Article 9(2)(h) of the
GDPR (provision of health care), under the responsibility of a health professional bound by professional
secrecy.

User data. The processing of the User's data is necessary for the performance of the Extension T&Cs and of the
Allisone Al T&Cs (Article 6(1)(b) of the GDPR) and for ALLISONE's legitimate interest in ensuring the security of
the Extension (Article 6(1)(f) of the GDPR).

4. CHROME WEB STORE LIMITED USE

The

use of information received by the Extension adheres to the Chrome Web Store User Data Policy, including the

Limited Use requirements. In particular, ALLISONE:

uses the data only to provide the single purpose of the Extension described on its Chrome Web Store page;

does not sell the data;

does not transfer the data to third parties, except where necessary to provide this purpose, to comply with
applicable law, to protect against malware, spam, phishing or other fraud or abuse, or as part of a merger,
acquisition or sale of assets of ALLISONE with prior notice to the Users;

does not use or transfer the data for personalised advertising or any other advertising purpose;

does not use or transfer the data to determine creditworthiness or for lending purposes;

does not allow humans to read the data, unless the User or the Institution has given its consent for specific data, it
is necessary for security purposes such as investigating abuse, it is required to comply with applicable law, or the
data is aggregated and anonymised and used for internal operations in accordance with applicable data protection
law.

5. STORAGE AND RETENTION

5.1.

5.2.

5.3.

6. RECI
6.1.

6.2.

6.3.

Local storage. The patient identification data and the access tokens are stored in the local storage of the User's
browser, where they are accessible only to the Extension. They must persist between browsing sessions for the
Extension to work.
Retention in the browser. This data is kept for no longer than the validity period of the session or access token
to which it relates, as defined by the publisher of the Supported PMS (Dentally or Veasy) for data originating
from the PMS, or by ALLISONE for Allisone Al access tokens. It is deleted in any event when the Extension is
uninstalled.
Retention on Allisone Al and in the PMS. Data transmitted by the Extension to Allisone Al is kept in accordance
with the DPA and the Allisone Al T&Cs. Reports inserted in the Supported PMS are kept by the Institution under
its own responsibility.

PIENTS AND TRANSFERS
Recipients. The Extension sends data only to: (i) Allisone Al, operated by ALLISONE; and (ii) the Supported PMS
open in the active tab of the User's browser, operated by its publisher under the contract concluded with the
Institution. The Extension does not send data to any other third party. Within ALLISONE, data is accessible only
to authorised personnel bound by an obligation of confidentiality, and to the subprocessors listed in the DPA.
Hosting. The Allisone Al platform is hosted in France by a hosting provider certified as a Health Data Host
(HDS).
International transfers. For Users located in the United Kingdom, the transfer of data to Allisone Al in France is
covered by the adequacy regulations adopted by the United Kingdom for the European Economic Area. Any
transfer outside the European Economic Area is carried out in accordance with the DPA and Chapter V of the
GDPR.



7.

10.

SECURITY

7.1. Measures. Data exchanged between the Extension and Allisone Al is transmitted over encrypted connections
(HTTPS). The Extension does not use remote code: all the code it executes is contained in the package reviewed
and distributed through the Chrome Web Store. It only runs on the domains listed in Article 2.

7.2. User responsibilities. As the data stored in the browser remains on the User's workstation, the User must
secure access to this workstation and to its browser profile, in accordance with the Extension T&Cs.

RIGHTS OF DATA SUBJECTS

8.1. Users. The User has the right of access, rectification, erasure, restriction, portability and objection, and the
right to define directives relating to the storage, deletion and communication of its data after its death. The
User can exercise these rights by e-mail to dpo@allisone.ai or by post to the address set out in Article 1.4. The
User can also delete the data stored in the browser at any time by uninstalling the Extension.

8.2. Patients. Patients who wish to exercise their rights must contact the Institution that treats them, as data
controller. ALLISONE will forward any request it receives to the Institution, in accordance with the DPA.
8.3. Complaints. Any data subject may lodge a complaint with the competent supervisory authority, in particular

the Commission Nationale de I'Informatique et des Libertés (CNIL) in France or the Information Commissioner's
Office (ICO) in the United Kingdom.
CHANGES TO THIS PRIVACY POLICY

ALLISONE may update this Privacy Policy, in particular when the Extension changes. The date of the last update is shown
at the top of this document. Any change relating to the categories of data processed or to their purposes will be notified
to the Users and, where required, submitted to their prior consent before it takes effect.

CONTACT

For any question about this Privacy Policy, contact dpo@allisone.ai. For any question about the use of the Extension,
contact support@allisone.ai.



